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Définition

◈ Application Web
◈ DevOps + Sécurité

Failles et Solutions

◈ Internes
◈ Externes

Fil rouge
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Application Web
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DevOps
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DevSecOps
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Pourquoi sécuriser 
une WebApp ?

53 000 Incidents
Aux EU en 2018

6

2 216 Fuites de Données

65 % PME
Sept 2018

Nov 2017
Symantec Report 2016

Verizon Data Breach Report 2018

https://www.symantec.com/content/dam/symantec/docs/infographics/istr-attackers-strike-large-business-en.pdf
https://enterprise.verizon.com/resources/reports/DBIR_2018_Report_execsummary.pdf


Fil rouge
Définition

◈ Application Web
◈ DevOps + Sécurité

Failles et Solutions

◈ Internes
◈ Externes
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Failles Internes
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Hébergement

❖ Firewall zoning
❖ Backups
❖ Blast-radius

Code Statique

❖ Bonnes pratiques
❖ Scan vulnérabilités
❖ Tests de Fuzzing

Code Dynamique

❖ Tests d’intrusion
❖ Analyse de logs
❖ Sévérité et Alertes



Failles Externes
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Authentification

❖ Accès APIs internes
❖ Données APIs externes
❖ MFA Utilisateur

Chiffrement

❖ Classification Données
❖ TDE Base de Données
❖ Clefs Distribuées (DHT)



Démonstration
Analyse Code Statique

https://github.com/Co
olerVoid/codewarrior
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https://github.com/CoolerVoid/codewarrior
https://github.com/CoolerVoid/codewarrior


Sources
◈ RSA Conference 2017

DevSecOps: What is it? Why is it taking over security?  Shannon Lietz

DevSecOps: Rapid Security for Rapid Delivery  J. Cragin & B. Schoenfield

Securely Moving Data to the Cloud with Confidence and Customer Focus  M. Lacovone

◈ Medium

Top Free Static Code Analysis Tools  Maxpower

Lessons from 3 Big Data Breaches of 2017  Deena Zaidi

◈ The New York Times

Facebook Security Breach Exposes Accounts of 50 Million Users  M. Isaac & S. Frenkel

◈ Prevent Breach

Overview of DevSecOps  Nicolas Chaillan
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Template SlideCarnival

https://www.youtube.com/watch?v=V9IuDB8ICJM
https://www.rsaconference.com/writable/presentations/file_upload/asd-r03_devsecops-rapid-security-for-rapid-delivery.pdf
https://www.rsaconference.com/writable/presentations/file_upload/fon2-r11-securely-moving-data-to-the-cloud-with-confidence-and-customer-focus.pdf
https://medium.com/@maxpowersii/top-free-static-code-analysis-tools-7d39abe36e5c
https://hackernoon.com/lessons-from-3-big-data-breaches-of-2017-6d2dd33305d5
https://www.nytimes.com/2018/09/28/technology/facebook-hack-data-breach.html
https://www.youtube.com/watch?v=YpGLUW15JII&t=2s
https://www.slidescarnival.com/


Firewall Zoning
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Intérieur Extérieur

?



Test de Fuzzing
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Distributed Hash Table
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