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Reference Architecture
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“ high available ﬁ
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* transient storage
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APls de Collecte

« HTTP Callback

* MQTT

 WebSocket

e Journaux persistants : Kafka, Flume, ...

e Autres : AMQP, gRPC, PubNub, Confluent ...
 Bases temporelles
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HTTP Callback

* Protocole client-serveur (de facto)

* Mode opératoire

- Le client publie un point d’entrée public HTTP

- Le NS requéte (POST ou GET) le point d’entrée pour
chaque message LoRaWAN recu (ou pour une lot de
message LoRaWAN recus dans un interval de temps T).

- En cas d’indisponibilité du point d’entrée public, le NS
stocke provisoirement les messages non livrés (avec
une retention de X jours).
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HTTP Callback

* Mode opératoire

- Schéma
POST /message
<>
Network Application
Server Cliente

GET /message?undelivered=true
-
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HTTP Callback

* Avantages
- HTTP
* Inconvenients

- Le point d’entrée doit avoir une adresse IP publique.

- Le point d’entrée doit étre gérer en mode Haute Disponibilité
(Load Balancer, Sécurité (SSL, Filtrage d’adresse d’origine)

— L’application cliente doit récupérer sur le NS (via une API HTTP
REST) les messages non livres.

- En général, un point d’entrée par AppEUI
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Modeéele de Communication
Producteurs PU bIISh'SUbSC”bCe

onsommateurs

Publisher .
topic= Subscriber
"s10/geiger/pps” event.topics=
{"#/location"}
Publisher

topic="s11/hum"

e

Publisher
topic="s12/temp"

event.topics=

{"s11/4#" "s13/4"}

Subscriber
event.topics=
{"#/temp","#/hum"}

= PubSub
Broker %@ { Subscriber
D

|
|
|
|

I\ngfIT . Subscriber
. arka event.topics=
"s13/wind"

06/03/18 e | ~=+._D. Donsez, V. Quéma, loT Mashup



_L s — A UL PRS- i e\ ——
MQTT

* Protocole PubSub dedié a I'loT
— Découplage entre publishers et subscribers

* Mode operatoire

- L'application client souscrit a un sujet (en géneral
’AppEUI) et recoit les messages quand ils sont

produits
SUBSCRIBE xnet/3/#
-
Network PUBLISH xnet/3/1234 Application
Server {"water":10} N Cliente
PUBLISH xnet/3/5678
{"water":100} >
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MQTT

* Avantages
- Plusieurs applications souscrivent aux mémes sujets
- Nombreuses implémentations (clients et brokers)
— Supporté par la plupart des PaaS loT (IBM, Cayenne, ...)
- Gestion des reconnections et de la vivacité de la connexion TCP

* |[nconvénients

- Failover « Adhoc »

- « Pas » de rétention en cas d’arrét d’'une application
consommatrice — APl REST du NS pour récupérer les frames
non regues.
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WebSockets

e « PubSub » sur HTTP

* Mode operatoire
- Comme MQTT

« Remarque

- Les brokers MQTT offrent un point d'entree
WebSocket.
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Kafka

* Journal distribue persistant

- Haute performance
— Haute disponibilite
- Modéle de communication PubSub

* Groupe de publishers
* Groupe de subscribers

- Retension des données de plusieurs heures a
plusieurs jours.
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Kafka

* Mode opératoire (TBC)

Kafka +ZK Groupe A
U :"\\
PUB /iot [0 . PUB Jiot
o ’ - A
\ // J/
Network PUB Jiot /T  _PUBJiot A2
Server " ‘
| 5_72 _______________________ )
R1
\\\‘ N\
(
/ / B2
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Kafka

* Avantages

- Haute performance
- Haute disponibilite

- Pas de nécessité de gérer de maniere adhoc les messages non
distribués a/aux applications

- « Big Data ready »

e Canal d’alimentation de la plupart des stacks Big Data (Hadoop, Storm,
Spark, Flink).

* Inconvénients

- 2f+1 machines + 2f+1 Zookeeper
 (f étant le nombre de fautes tolérées)
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Data Models & Database Systems

One does not fit all !

SQL * Graph-oriented DB
e Oracle, MySQL/MariaDB, - Neo4J, ...
Postgres, HSQL ... . Time-Series DB
NoSQL (Not 1 NF) - OpenTSDB, InfluxDB, ...
* File Systems * Text Oriented
- HDFS _
- Lucene, OpenNLP, ElasticSearch
* Table -
~ Hb Biq Tabl — Geolocation
ase (Big Table) * GIS, Geo extensopns in MongoDB,
* Directories (LDAP) Postgres, MySQL, ...
 Key-Value Stores - Streams
- Cassandra, Redis, Memcached, ... * Katka, Flume
« Document-oriented DB Performance
- MongoDB, CouchDB, ... * In-memory DB

° ... - MySQL Cluster, Redis, ...



Database Systems
Multiple Data Models

Lo i

v In-memory Client '
: cache requests :
: c:ﬁl ¥ :
. Read reguests [ ) , Asynchronous tasks .
: + Application code - R .
i first check if l , i

' \“hT data rs cached

. Cache misses Search .

: and writes requests '

'“"‘a“gazf’ ~ Primary Full-text — Message
or update . — .
cache i database index — gueue

Capture

changes y

to data Apply updates Application code

to search index

Application code }~

e.q. send amail :

“Outside world”



CAP Theorem (Brewer)

* Un SD ne peut garantir qu’au max. 2 propriétés

Data Models A
Relational (Comparison) vailability
Key-value

Column-criented/ Tabular
Document oriented

Each client can always read and write

CA AP
RDBMSs Aster Data Dynamo Cassandra
(MySQL, Greenplum Voldemort SimpleDB
Postgres, Vertica Tokyo Cabinet CouchDB

etc) KAI Riak
Parl:ltiun
onsistency - Tolerancs
All clients always BigTable MangaDE Berkeley DB The system works well
have the same view  Hypertable Terrastore MemecacheDE  despite physical network
of the data HBase Scalaris Redis

partitions




Time-Serie Databases

» Stockage et requétage des données indexées
par le temps.

- Haute performance
- EXxpressivité des requétes par rapport aux temps
- Retention paramétrable des donnees

* InfluxDB, OpenTSDB

e TSDBaaS : OVH Metrics, Azure, Bluemix, AWS,
InfluxData, ElasticSearch ...
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Formats de Données

Sérialisateur/Désérialisateur

- JSON
- CSV

- Les autres : XML, BSON, Thrift, Avro, Protobuf,
Parquet, ...
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NodeRED

=<, Node-RED

Q

v input

inject

catch

status

websocket

v output

debug

link

maqtt

link

maqtt

http

tcp

udp

»
&

Flow 1

MQTT PROD 1

) connected

MQTT PROD 2

i connected

Extract radios

Convert stat

Extract raw data

Decode Nucleo

Decode Adeunis Pulse

radio PROD-1

stat PROD-1

rawdata PROD-1

data PROD-1

msg.payload

= info

debug

Y all nodes L]

object_owner: 9999
deveui: "6E05000000B21800"
appeui: "31534C5550B21800"

25/10/2017 2 22:35:06 node: 4aa712cf.6f00cc

xnet/3/31534C5550B21800 : msg.payload : array[2]

varray[2]

vo:

object

size: 25

confirmed: false

payload: "©27006F0D5B4870000000000"
dr: @

rssi: -86
lsnr: 7
nblap: 1

seqnoup: 9799
index_water: 23456

: object

dir: "up"

object_owner: 3

deveui: "EA00010000B21800"
appeui: "31534C5550B21800"

25/10/2017 & 22:38:59 node: 4aa712cf.6f00cc

xnet/9999/31534C5550B21800 : msg.payload : array([2]

» [ object, object 1
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Exemple de Decodage de Payload

 Adeunis Pulse

MBYS,) Alnance
Certified
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Decodage Payload Adeunis Pulse
02 FO 06 00502D8A 00 00000000

4.1.1 Uplink
*  Payload uplink up to 12 bytes, data format : Little endian, low significant byte first.

Frame types :

e  (Code 0x00 : reserved

Code 0x02 : pulse type

Code 0x03 : Device configuration

Code 0x04 : pulse counter n® 1 configuration
Code 0x05 : pulse counter n® 2 configuration

Unsignificant bytes are not transmitted (X)

0 1 Z 3 4 5 3] 7 8 9 10 11

Code Status PAYLOAD
O0x00 Cf Status RESERVED

Pulse1 Index1 (LSB First) Pulsez Index2 (LSB First)
0x02 Cf Status Type Expressed in 1 W.h or 0.1 dm3 Type Expressed in 1W.hor 0.1 dm3

) Pulse

Device : : Channel | Channel | Channel Memo
0x03 Cf Status Type Transmit period On/Of I Type 2 Type I%ppLg Switch X X
0x04 Cf Status Pulse width 1 Index offset 1 Memo index 1
0x05 Cf Status Pulse width 2 Index offset 2 Memo index 2
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Decodage Payload Adeunis Pulse
02 FO 06 00502D8A 00 0000000O

Channel 1 Type 5296 0 3 = Pulse auto (Switch) 8 bits
4 = Pulse Gas

5 = Pulse Elec

6 = Pulse Water 3 wires
T = Pulse Water 4 wires
8 = Pulse Water 5 wires
9 = Pulse Thermic

Channel 2 Type 5295 0 3 = Pulse auto (Switch) 8 bits
4 = Pulse Gas

5 = Pulse Elec

6 = Pulse Water 3 wires
T = Pulse Water 4 wires
8 = Pulse Water 5 wires
9 = Pulse Thermic
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Decodage Payload Adeunis Pulse

4.1.3 Status

Product status.

¢ Low bat error = 1 if supply voltage <= 2.5V, else 0

¢  (Configuration switch error = 1 if no switch consistency, else 0

o  HW error = 1 if hardware failure, else 0

¢  (Configuration done = 1 if last downlink frame was a right frame and configuration done, else 0
Alarm/Status [ Bit7 Bith Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

Frame counter HW Switch Low bat Configuration

No error 0 0 0 0
Low bat error 0 0 1 0
Configuration
Switch error Ox0 a OxF 0 1 0 0
HW error 1 0 0 0
Configuration 0 0 0 |
done
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Name This 1.

Untitled Cell

Queries Options

SELECT mean("rssi") AS "mean_rssi’ FROM "I... +

«" Success!

Databases Measurements & Tags Fields Group by: auto ¥ Fill:  null

_internal.monitor w data confirmed

lorawan.three_days v appeui—2 Group By appeui dr

index_water
Isnr
31534C5550B21800
nblap
FFFF040000CAAFOC
payload
p deveui—11 -
rssi
p dir—1
segnoup
p object_owner — 2
size

p radio
p rawdata

p stat

135:50
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# My Cluster

c

Q

3

admin
local
lorawan

frame

MongoDB - Compass

MongoDB Compass Community - localhost: 27017 florawan_frame

1 localhost:27017 STANDALOME

lorawan.frame

DOCUMENTS EXPLAIN PLAN INDEXES

{appeui:"FFFFR4B@@BCAAFAC"}

INSERT DOCUMENT RUIS -l

_id: ObjectId("59f1ed7d5bdded@n118d8adb"
rssi: -32

rxstat: Object

rx: Array

toa: 1156

segnoup: 122

frametype: "dtup"
confirmed: false

dr: @

deveui: “017204008QCAAFBC"
frequency: 869.525
lepld: -1

sf: 12

size: 14

port: 15

payleoad: "@a"

bw: 125

time_source: “core/ntp"
lsnr: 6

time: “2017-10-26T13:17:49,049Z"
nblap: 1

appeui: "FFFFA4@0@BCAAFAC"
owner: 9999

_id: ObjectId("5971e8845b4dedddll8dEacn"
rssi: -43

rxstat: Object

rx: Array

toa: 1156

OTAL SIZE

DOCUMENTS 4 9 O T_:

MongoDB 3.4.10 Community

9.8KB

» OPTIONS m RESET 9

228 documents. Displaying documents 1-20 & C



Cayenne

Powered by myDevices

(ﬂ) Device Test
A HMR
A Humidity
% Luminosity
% Powermeter
PA Thermometer

A Water tank level

Dashboard-as-a-Service
Exemple : Cayenne

® % @ =

Test Projet +

Powermeter Thermometer HMR Luminosity

037 96

Submit Project Community Docs  User Men

(e

Kelvin

200 sept. 17 4:34 PM sept. 17 4:38 PM sept. 17 &:42 PM [e) R
sept. 17 4:36 PM sept. 17 4:40 PM 2 9 2 7 |-< O 8 ,‘ 2 /I O
1

Humidity Water tank level
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Dashboard-as-a-Service

Exemple : Jyse.lo

Dashboard Electricité / Eau Sanitaire Portail Chaussée Défauts

Aire de Chavant-Le Totem Satisfaction © ®
06/03/2018 a 21:27:51 63 % 24 % 13 %
716 votes 273 votes 148 votes

* = .

Général Chaussée Sanitaires ‘
\ Etat du portail Fermeé | B Température route SR E Wi Papier Etat H
B H.1 172 En service
‘ Consommations ) ‘ A surface type SeC g H.2 12 En service »
‘ T H3 1/2 En service
* ’|96 kWh 6 100 m3 ‘ NacCL 1.8%
4 Fa 12 En service
Parkin, a —_— o T F2 1/2 Enservice B
‘ g Ll Point congélation Nacl -3.5°C 3 F3 12 En service
' = 86 places |caanel
. CaCL 0.4 % &.PMR 1/2 En service
|
] 54 pisces g@ [l Point congélation CaCl -1.9°C ‘ fno Bactéricide
(TR | Bon
u.2 Bon

=
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Alerting

e Déclenchement d’'une action sur
franchissement de seuil (Mail, SMS, Trello ...)

- Huginn, Kapacitor, Grafana

- Alert-as-a-Service : Cayenne, IFTTT, Azure,
Bluemix Bl, ...
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The TICK stack

Chronograf .L;vl.
impléte Interfade ror thi
psU|ts InfluxData Platform 9
— &
1
¥
InfluxDB 5 "
— Datab L
Telegraf
gent for
— pLEin i I
— ' Kapacitor |
e — - aler
NE
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Getting started

* Avec Docker
* NodeRED

* Mosquitto

* InfluxDB

* Chronograf
* Grafana

* MongoDB

* Huginn
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