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Project description

Aim:
Outdoor long range whitezone geolocation (LoRa, BLE, cellular network)

To be achieved :

Protocol
- conception, implementation & test
Application
- local database, basic data display, data encryption

Not to be achieved :

Server side



How we worked
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LoRa protocol deyelopment
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LoRa protocol development %

ARDUINO

User ID SOS Flag
(1byte) Geolocation (8 bytes) (1 byte)




BLE development

Cc
Application side ‘ IOnIC

C

ESP32 side
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BLE Connect SCAN

BLE development : App side
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Scanning for Bluetooth LE Devices




BLE development : ESP32 side

e Pairing works
e Data exchange to implement
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Application development

Frontend @ IOnIC

Backend




Interface : initialisation phase

Charlie

CREATE COURSE

JOIN COURSE

Y . om 123

Course creation

Key : gpminegdjpimbenk

IV : kifppncaoelhcdai

CreatedString:
Orgpminegdjpimbenkikifppncaoelhcdai

EVERYBODY JOINED

Join a course

Result from Scan:
0agpminegdjplmbenkakifppncaoelhcdai
Key : gpminegdjplmbenk

IV : kifppncaoelhcdai




Interface

Choose whom to locate

O Alice

O Bob

(O Charlie

CANCEL LOCATE




SOs
Map page
Show QR code
Join course

Settings

Interface

S0S
Map page
Show QR code

Join course

/ N Settings




A\ Issue

What's the problem ?
New instances on opening pages

What'’s the solution ?
An injected provider



Backend : data structure

|

Course
-UID: number
-creationDate: Date
—>|-users: List<User>
I
User - !
-UID: number
-name: String r— - LocationlList
-S0S: boolean 1 - -
. 2 . -latestLocation: Location |= -
-1 t P 1 t L - : : : 1
- OERtkontlSYaC -locations: List<Location>|--Z—
Location -
-coord: Pair<number, numbers
-date: Date

Classes as usual

Injected provider



Backend : Course creation

Creation

On user request
Call to server via API
Shared via QR Code

AES encryption
Key + IV
Shared via QR Code



Remaining work

To complete the project :

BLE communication
Actual calls to the server API
Deporting AES encryption to ESP32

To enhance the project :

Offline map loading

Add protocol version number in packets
Reduction of LoRa packet size



Conclusion

We learned difference between aim and real result
We liked this project
We are proud of what we achieved

We are excited to see next year’s version of UltraTeam



Thanks for your attention !
(Let’s see it for real now !)



